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SMART Monitoring Tools

• Specific/Scalable

• Measurable/Modular

• Accepted/Adaptive

• Relevant/Robust

• Trackable/Transferable



FAIR Principle

Aim: 
• Guidance for improving  Findability, Accessibility,

Interoperability, and Reusability of all digital resources
• enable the maximum benefit from research data

FAIR focus in terms on quality is on aspects of machine 
readability   the better finding and assessing the data

FAIR do not themselves require scientific data quality
assessment/description



Trustworthiness of data =
essential information due to
multitude of data generated and the
new huge possibilities of transfer and
use
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New quality requirements for data generation, usage and linkage



Components of data trustworthiness, which should be considered to avoid 
inaccurate analysis as well as poorly derived or incorrect conclusions



Information on processing steps, uncertainty ranges, data 
quality aspects as well as information on the used devices 
are essential and needs to be implemented in the workflow 
from the sensor to a database 





Example 1: Sensor-Sensor Intercomparability

• Heat, cold, internal processes on electronic components can lead to 
differences in measurement data recorded with devices of the same 
type at the same location

• Many low-cost sensors applied in real-time measurements show high 
sensor-to-sensor variability  sensor-specific calibration is essential

• Uncertainties in sensor measurements are manifold and cannot always 
be verified ( e.g. due to different operator, temporal stability)

• Several statistical values provide information for data trustworthiness
assessment



 Reproducibility (assess test
retest variability)

 Repeatability (Influence of 
Operator)

Example: Electromagnetic Induction Measurement



Example 2: Proxy Transfer Function

• Measuring devices measure variables that are not relevant for analysis 
and are only transferred to the required parameters by established and 
empirical or sophisticated reported equations or Proxy -transfer 
functions

• Example: Complex Refractive Index Method (CRIM) formula describing 
a three-phase system

Gaussian Error Propagation to assess uncertainty range
 relative uncertainty for dry soil: 16.0 % 
 relative uncertainty for wet soil: 1.2 %



Results also depend on used Proxy-Transfer Function

 Information are essential to assess data trustworthiness



Example 3: WMS Service Data and Map data

• Modern visualization techniques simulate a small spatial resolution of 
recorded data, but this is far from the capability of being provided by 
the measurements or cannot be achieved with a reasonable effort

• Visualization usually gives the impression of being isolated from the 
process that produced it, without closer examination

• Problems by taken e.g. data from WMS services: no information on 
spatial density coverage available 



No information
about the
number of
sampling points

Maps of
Public bodies
Organisations
Colleagues
Publication



Required information to assess data thrustworthiness:
• Spatial density coverage
• Uncertainty of data
• Interpolation method and assumptions



Extensive data documentation with the help of metadata is 
essential to provide structured information that describes, 
explains, and locates the data to enable the correct and 
proper finding, usage, sharing as well as management of 
data resources over a more extended period. 

https://www.business2community.com/strategy/difference-data-information-0967136



Description task Metadata Information 
Intercomparison 
measurements 

• Purpose (e.g., measurement objective, parameter in focus) 
• Requirements (e.g. Reference device/site characteristics) 
• Information (e.g., schedule, site description, responsible person) 
• Setup (e.g., Workflow description, reference device, evaluation, 

supplementary data) 
• Data (e.g., data preparation steps) 
• Evaluation (e.g., potential sources of bias or uncertainty) 
• Reporting  

Proxy-Transfer 
functions 

 

• Input Data (e.g., Temporal and spatial resolution, missing data handling, data 
coverage and noise) 

• Algorithm (e.g., characteristics, assumptions and criteria, validity check) 
• Processing step (e.g., constrain settings, performance characteristics) 
• Uncertainty (e.g., input data quality, algorithm uncertainty, Uncertainty due to 

constrain and sensitivity settings) 
GIS applications/ 

maps 
• Input Data (e.g. provider, time of recording, source of recorded data and related 

metadata, licensing, footprint, spatial data coverage, the density of observations) 
• Map production ( time, producer, map source, projection, coordinate system, 

explanation of producing steps/techniques, license and availability) 
• Accuracy (e.g., positional or spatial accuracy, attribute accuracy, the precision of 

non-spatial attributes, logical consistency) 
• Data Coverage and Completeness 
• Uncertainty evaluation 

 



Without proper MetaData, 
data becomes un-FAIR.
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