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Abstract: In the last decades, resilience became officially the worldwide cornerstone to reduce the 
risk of disasters and improve preparedness, response, and recovery capacities. Although the con-
cept of resilience is now clear, it is still under debate how to model and quantify it. The aim of this 
work was to quantify the resilience of a complex system, such as a densely populated and urbanized 
area, by modelling it with a graph, the mathematical representation of the system element and con-
nections. We showed that the graph can account for the resilience characteristics included in its 
definition according to the United Nations General Assembly, considering two significant aspects 
of this definition in particular: (1) resilience is a property of a system and not of single entities and 
(2) resilience is a property of the system dynamic response. We proposed to represent the exposed 
elements of the system and their connections (i.e., the services they exchange) with a weighted and 
redundant graph. By mean of it, we assessed the systemic properties, such as authority and hub 
values and highlighted the centrality of some elements. Furthermore, we showed that after an ex-
ternal perturbation, such as a hazardous event, each element can dynamically adapt, and a new 
graph configuration is set up, taking advantage of the redundancy of the connections and the ca-
pacity of each element to supply lost services. Finally, we proposed a quantitative metric for resili-
ence as the actual reduction of the impacts of events at different return periods when resilient prop-
erties of the system are activated. To illustrate step by step the proposed methodology and show its 
practical feasibility, we applied it to a pilot study: the city of Monza, a densely populated urban 
environment exposed to river and pluvial floods. 

Keywords: resilience; disaster; urban; pluvial flood; river flood; graph theory; systemic risk; com-
plex system 
 

1. Introduction 
At the Third World Conference on Disaster Risk Reduction (3rd WCDRR, Sendai, 

2015), states confirmed their commitment to disaster risk reduction by building societies 
more resilient to disasters. With this stance, resilience became officially the foundation of 
the disasters risk reduction components: preparedness, response, and recovery capacities. 
The institutional recognition of the resilience role is part of a long process with broad and 
deep debate in the scientific community and beyond [1]. 

The origin and etymology of the concept of resilience derive from the Latin word 
resilio or resilire, which means “to jump back” [2,3] and its evolution until today and its 
relevance to the context of disaster risk reduction is well represented in Alexander (2013) 
[4]. According to C. G. Burton (2015) [5], Timmerman in 1981 [6] was the first author to 
coin the term resilience in the scientific context of natural hazards and disasters, and in 
his work, resilience represents the measure of “the capacity of a system, or part of a sys-
tem, to absorb or recover from an adverse event”. At the beginning of the 21st century, 
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Adger (2000) [7] extended Holling’s concept of ecological resilience to human communi-
ties. 

During the last thirty years, reaching an agreement on what resilience means has 
been one of the most intense debates in the academic and institutional spheres [8]. In par-
allel to these open debates, the concept of resilience has been accompanied by its constant 
inclusion in major international frameworks (e.g., Sendai Framework for Disaster Risk 
Reduction [9] and the subsequent Sustainable Development Goals). Those works have 
made the resilience a very popular concept and promoted different scientific frameworks, 
models, and metrics to measure disaster resilience at different scales—local, national, re-
gional, and global [5,10–17]. The 4 R’S [10], DROP [13], and RIM [18] are examples of 
frameworks devoted to the delineation of key characteristics of resilience that facilitate 
the understanding of its dynamics and lay the foundations for further developments of a 
quantitative assessment of resilience. These works identified common attributes of resili-
ent systems, such as combination of redundancy and efficiency, diversity and interde-
pendency, strength and flexibility, autonomy and collaboration, and planning and adapt-
ability [11,19–21]. 

The resilience debate in the disaster context has also been promoted by international 
organizations that developed alternative frameworks, namely, the City Resilience Frame-
work by Arup, the Rockefeller Foundation [22], the Disaster Resilience Scorecard by 
UNISDR [23], and the World Council on City Data series ISO 37120 (WCCD 2014) [24]. 
The purpose of the City Resilience Index is to provide cities with a tool allowing them to 
identify critical areas of weakness, and actions and programs to improve the city’s resili-
ence in four dimensions: health and wellbeing; economy and society; infrastructure and 
environment; and leadership and strategy. The Disaster Resilience Scorecard provides a 
set of assessments for a multi-stakeholder engagement that allows local governments to 
monitor and review progress and challenges in the implementation of the Sendai Frame-
work for Disaster Risk Reduction: 2015–2030. Finally, the ISO 37120 defines a comprehen-
sive set of 100 indicators that enables any city, of any size, to measure and compare its 
social, economic, and environmental performance in relation to other cities from around 
the world. 

The concept of resilience has gone through a long evolution over time and different 
scientific and professional fields, and it has encountered different definitions and frame-
works that have either evolved or, in some cases, even differentiated [4]. Zampieri (2021) 
[25] shows two resilience perspectives to define resilience, the ecological and the engineer-
ing, but does not directly provide a practical way to measure it [26,27]. The states’ joint 
commitment following the 3rd WCDRR required a univocal agreement on the definition 
of resilience. A univocal agreement on the definition is the first step to have unambiguous 
method to quantify resilience that at this stage does not exist [28,29]. To this end, the 
United Nations General Assembly [30] in 2017 established the open-ended intergovern-
mental expert working group on indicators and terminology relating to disaster risk re-
duction, which has defined resilience as:  

“the ability of a system, community or society exposed to hazards to resist, absorb, ac-
commodate, adapt to, transform and recover from the effects of a hazard in a timely and 
efficient manner, including through the preservation and restoration of its essential basic 
structures and functions through risk management” [31]. 
In this work, we adopt this definition because it integrates two significant aspects, 

which are fundamental requirements for any methodology aiming at assessing the resili-
ence and upon which hinges the development of the proposed methodological frame-
work: 
(1) Resilience is a property of a system and not of single entities, which implies the adop-

tion of a systemic approach; 



Water 2021, 13, 2830 3 of 22 
 

 

(2) Resilience is a property of the system’s dynamic response, which implies the defini-
tion of rules on how the system can adapt to, transform, and recover from the after-
math of a hazardous event. 
Metzger, Robert, and Área (2013) [32] pointed out that when the concept of resilience 

is applied to an entire system and not to a specific element or object, resilience is concep-
tually assimilated to a complex system. The complexity, which emerges at the system 
level, is derived from the non-linearity and multiplicity of the dynamic interactions be-
tween many elements of different types that make up the system [33]. The stress induced 
by perturbations to the complex system can generate three types of response: (1) the sys-
tem could absorb the stress and come back to the original equilibrium, (2) it could adapt 
and evolve to a new equilibrium configuration, (3) fundamental and irreversible changes 
cause the system to lose its structure [4,34,35]. 

The debate on what makes a complex system resilient, the variables to measure and 
to monitor it and, therefore, to improve it, has not yet been clearly defined both at a theo-
retical and applicative level [12]. In this open discussion, Arosio et al. (2020) [36] proposed 
a paradigm shift from a reductionist to a holistic approach to assess natural hazard risk 
supported by the construction of a graph. The graph is constructed by identifying the two 
main objects, i.e., nodes and links, and their characteristics. Each node can provide or re-
ceive service to or from others (links). Once the terms of the connections between the dif-
ferent node categories are defined, it is crucial to establish the rules to determine if two 
nodes belonging to different categories should be linked. Once the nodes and the rules to 
link the various services are laid out, the graph is built, and the relevant graph attributes 
can be computed and assigned to its nodes or links. This proposed approach allows us to 
describe the properties of the entire system itself and demonstrates the advantages of rep-
resenting a complex system, such as an urban settlement, through a graph and using the 
techniques made available by the branch of mathematics called graph theory. Further-
more, Arosio et al. (2020) [37] applied the methodology to estimate the total impact  

using the graph representation of a system as the basis for assessing higher-order 
impacts and cascading effects for different return periods (T), based on the propagation 
of impacts along graph links. 

Fekete (2019) [38] proposed a conceptual framework to show the interrelation be-
tween resilience and cascading effects in the traditional critical infrastructures (CI) risk 
context. He identified three critical (i.e., essential or most relevant) system features: (1) 
critical quantity (volume); (2) critical time factors (on-set speed, duration, temporality); (3) 
quality [39]. The dependency and interdependency have been thoroughly analyzed in CI 
[40], and Rinaldi et al. (2001) [41] proposed a comprehensive framework to identify, un-
derstand, and analyze the challenges and complexities of interdependency. These inter-
dependencies are crucial for understanding how the impacts of natural hazards propagate 
across infrastructures and towards society. Zorn et al. (2020) [42] proposed a methodology 
to combine functionally interdependent infrastructure networks with geographic interde-
pendencies by simulating complete asset failures across a national scale grid of spatially 
localized hazards, and the application in New Zealand (across energy, telecommunica-
tions, and transports infrastructures) highlighted the importance of considering infra-
structures interdependencies when assessing systemic vulnerabilities and risks to en-
hance resilience. Roy (2020) [43] proposed an approach to identify the co-occurrence of 
multiple infrastructure disruptions using social media data and a method to visualize dis-
ruptions in a dynamic map. At a national level, Papillous (2020) [44] demonstrated the 
importance of an appropriate choice of methods in flood road exposure analysis, and it 
also showed a new way of flood road exposure assessment taking into account the whole 
system as a network. Instead, in the context of a flood in a metropolitan area, Arrighi 
(2021) [45] presented the risks due to systemic interdependency between the water distri-
bution system (WSS) and the road network system. 

Pant et al. (2018) [46] proposed a spatial network model to quantify flood impacts on 
infrastructures in terms of disrupted customer services directly and indirectly linked to 
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flooded assets. Koks (2019) [47] presented a spatially explicit integration of critical infra-
structure failure with a state-of-the-art multiregional macroeconomic modeling frame-
work, able to capture business disruption due to flood hazard from the supply-side, as 
well as demand-side, disruptions. These analyses could inform flood risk management 
practitioners to identify and compare critical infrastructure risks on flooded and non-
flooded land to prioritize flood protection investments and improve cities’ resilience. 

This short literature review, even if it does not cover completely the very broad resil-
ience sector, highlights some main issues that are still open for a more exploration in the 
scientific community: 
• There is not yet a consolidated approach to quantitatively measure the resilience that 

takes into account its fundamental properties as appointed in the UNGA’s definition; 
• The assessments of disaster risk and resilience are independent and incoherent, alt-

hough they both refer to the same catastrophic events and have the same scope; 
• Even the well-developed branch of research on infrastructure resilience does not 

adopt a systemic approach: the analysis is mostly focused on the efficiency of a single 
infrastructure typology rather than on the impact that its failure may have on society 
or, in general, on the whole system. 
Considering this context and the discussed open issues, the aims of this work were: 

• To quantify disaster resilience of a complex system by means of the graph; 
• To be compliant with the resilience definition by the UNGA; 
• To adapt the traditional risk assessment methodology to the concept of resilience; 
• To demonstrate the feasibility of the proposed methodology with a case study; 
• To discuss the limits of the methodology and to propose future developments. 

2. Methodology 
2.1. Theoretical Framework 

In this paragraph, we present the theoretical framework of the methodology to assess 
the resilience of a complex system. 

When a hazardous event hits a system, the elements can be either directly or indi-
rectly impacted. The directly impacted elements experience physical damages (e.g., a 
building damaged by a hurricane), but they could also experience indirect consequences 
(e.g., business interruption), which are non-physical damages. Other elements of the sys-
tem, although not directly impacted by the event, could experience non-physical damages 
because of the dependency on (directly or indirectly) impacted elements. Table 1 summa-
rizes these types of impacts. 

Table 1. Types of impacts. 

 Physical Damages Non-Physical Damages 

Elements directly 
impacted 

(a) 
Physical damages directly 

due to the event 
(Vulnerability 

of the first order) 

(b) 
Non-physical damages due to 

the physical damages 
(Vulnerability of the second order) 

Elements indirectly 
impacted 

 

(c) 
Non-physical damages due to the 

interruption of the service provided 
by an impacted node  

(Vulnerability of the third order) 

In most of the applications, the assessment of the risk considers only the first type of 
damages (a), physical damages at directly impacted elements. Some applications take into 
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consideration also the second type of impact (b), the consequent non-physical damages at 
directly impacted elements. Very rarely, the assessment of risk adopts a system perspec-
tive and considers also the third type of impacts (c), the non-physical damages at indi-
rectly impacted elements due to services interruption from directly impacted elements. 
For the sake of the system all the three types of impacts are relevant when the indirect 
non-physical damages are the most relevant. 

In order to consider them, one needs to (know and to) model how each element is 
connected to another, which, in other words, means to model the system as a whole in-
stead of modeling single elements. The connection between exposed elements constitutes 
a network that, in the case of a hazard, propagates the impacts along the system (the so-
called cascading effects). Being a network, the system can be mathematically represented 
by a graph [36]. Figure 1 conceptually shows how the impacts of a hazardous event are 
propagated: at first, only directly impacted elements are accounted for, then elements in-
directly impacted by them, and thereafter, in sequence, all the other elements connected 
to those. Therefore, the total, overall, impact of the event over the system is much larger 
than only the direct impact. The graph model proposed by Arosio et al. [36] is designed 
to assess the total impact. In this paper, we present a step forward with regard to the 
previous model that enables the graph to take into account the capacity of the system to 
resile to the hazardous event. It has the same network nature of the system that, on one 
hand, propagates the impacts, on the other hand, supplies resources to dynamically react 
and “jump back” to an equilibrium state. 

 
Figure 1. Conceptual propagation of the direct and indirect impacts in a system under probability 
scenario event of T = 200. 

For an in-depth description of the model, please refer to Arosio et al. [36,37]. For the 
sake of clarity, we recapitulate here only the main features of the methodology that are 
necessary to ease the understanding of the innovations brought by the model, which are, 
in brief, (1) the construction of a redundant and weighted graph, (2) the definition of ad-
aptation rules to dynamically adjust the graph configuration. 

The graph consists of two types of network objects, nodes and links, and their char-
acteristics. Formally, a graph G consists of a finite set of elements V(G) called vertices (or 
nodes), and a set E(G) of pairs of elements of V(G) called edges (or links) [48]. Graphs can 
be directed or undirected, weighted or unweighted [49]. 

In more practical terms, the mathematical graph G, built from a list of nodes V(G) 
and links E(G) can be obtained using the open source igraph package for network analysis 
in the R environment (http://igraph.org/r/, accessed on 11 September 2021). The full li-
brary of functions adopted here to compute the graph properties is provided by Nepusz 
and Csard (2018) [50]. 

Mathematical properties of a graph can be studied using graph theory [51,52]. These 
properties, such as degree, hub, and authority values, are useful metrics to analyze the 

Impact
(at T=200)

Direct

Total

Gr
ap

h 
m

od
el

Event Time



Water 2021, 13, 2830 6 of 22 
 

 

graph structure (i.e., network topology and arrangement of a network) and to characterize 
elements from a systemic viewpoint (e.g., [53]). Arosio et al. (2020) [36] showed that graph 
properties can also disclose some relevant characteristics of the risk of the system to dif-
ferent hazards as well as vulnerability and exposure features. 

The importance of a node in directed graphs, within the purpose of providers that 
deliver a service, is closely connected with the concept of topological centrality: the capac-
ity of a node to influence, or be influenced by, other nodes by virtue of its connectivity. In 
graph theory, the influence of a node in a network can be provided by the eigenvector 
centrality of which the hub and authority measures are a natural generalization [54]. 
A node with a high hub value points to many nodes, while a node with a high authority 
value is linked by many different hubs. In particular, the authority represents how the 
system privileges the nodes, conferring them more or less importance compared with oth-
ers, according to the connections established in the system (i.e., exposure). On the other 
hand, a hub measures the vulnerability of the system as a whole and shows the propensity 
of parts of the network to generate a cascading effect after hazard events. 

Arosio et al. [37] modeled the propagation of the hazard impact in the system with 
the graph but without any possibility to absorb or adapt to the perturbation by changing 
its configuration. We call this graph “static” and therefore not suitable to represent the 
resilience of the system. 

In this paper, instead, we build a different graph configuration in order to account 
for the resilience characteristics of a system to natural hazards, and we defined rules to 
allow the system to dynamically adapt to them. Doing so, we believed getting closer to 
the resilient behavior of complex systems as it is observed in reality. Furthermore, a graph 
model that embeds the resilience characteristics of the system experiences ultimately a 
reduced impact. Therefore, the resilience can be quantitatively assessed by the risk reduc-
tion. 

Figure 2a shows the total impact for different hazard probabilities and for two graph 
configurations: with and without resilient characteristics. The resilience of the system can 
be visualized (and computed) as the area between the two risk curves, as illustrated in 
Figure 2b. The methodology of this framework can be summarized in the following steps: 
• Built the graph [36,37]: one without and one with resilience characteristics (as de-

scribed in Section 2.2.1); 
• Perturb the graphs by an external hazard (as presented in Section 2.2.2); 
• Use the graph to propagate the indirect impacts (as described in Section 2.2.2); 
• Built the risk curves for the two different graphs (theoretically introduced in Section 

2.1 and results presented in Section 3.2); 
• Estimate resilience as the area between the two curves (as described in Section 3.2). 

The details of each step are presented in the following sections. 

  
(a) (b) 

Figure 2. (a) Comparison of total impact between a static graph and a graph with the resilience characteristics. (b) Resili-
ence representation as the area between the risk curve computed for a static graph and a graph with the resilience charac-
teristics. 
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2.1.1. System Perspective: Building the Graph 
The proposed methodology adopts a systemic structure which makes it possible to 

build and describe the entire system properties by a graph. The methodology is based on 
the graph’s construction by establishing the graph’s two main objects, nodes and links, 
and their characteristics. Depending on the specific context of the analysis, the categories 
(i.e., taxonomy, e.g., public office, education, leisure) of the most relevant elements 
(nodes) exposed to the hazard are selected. Those nodes are relevant in the systems for 
the function they assume in the system. Each node can provide or receive service to or 
from others (links). Links can be of different types according to the nature of the connec-
tion: physical, geographical, cyber, or logical [41]. 

Translating exposed assets and intricacies of their connections to a conceptual net-
work requires some assumptions and simplifications according to the data at disposal re-
garding the exposed goods. Indeed, the different element types that constitute the features 
and functions of the city are represented by a number of categories that depend on the 
data availability of the study case. Once the terms of the connections between the different 
categories are defined, it is crucial to establish the rules to determine if two nodes belong-
ing to different categories should be linked. In the real world, not all services have the 
same importance and the same spatial range. For instance, a local grocery store and a hos-
pital have different roles and users. Therefore, different rules are necessary to connect two 
nodes according to their type, bringing in further assumptions. 

In this methodology, there are two major topological improvements with respect to 
previous works [36,37]: (1) redundancy and (2) weighting. First, each node does not re-
ceive the service only from the closest provider, but it has multiple, redundant providers 
that could provide the same service to it. Second, the methodology includes building of a 
weighted graph considering the number of people who use the single service. The illus-
trative example of Figure 3 shows these two innovative features that enable better repro-
duction of the complex interactions. 

 

 
 

(a) (b) (c) 

Figure 3. An illustrative example shows the two improvements introduced in the graph building (service redundant and 
weighted graph): (a) non-redundant and unweighted graph (each node receives a service only from the closest providers); 
(b) redundant and unweighted graph (each node provides services to all the receivers within a radius r); (c) redundant 
and weighted graph (to each link, the number of users that the link serves is assigned). 

The set of rules proposed to create the links is based on a distance criterion that allows 
receivers to accept multiple providers per service, introducing redundancy into the net-
work. Once the nodes and the rules to link the various services are laid out, the graph can 
be built, and relevant graph attributes can be computed and assigned to its nodes or links. 
The driving force behind these attributes’ computation stems from the inability to provide 
full information about the system we are trying to represent. In light of these limitations, 
four attributes, whose formulation is hereafter described, were attached to the graph ele-
ments, namely: 

rc

rc

rs

rs
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Length: a link attribute computed as the geodetic distance between two vertices of the 
link. 

Ranking: a link attribute assigned based on the length attribute. For each type of link, 
one is assigned to the link connecting a receiver to the closest provider (i.e., the link with 
the lowest distance), assigning the subsequent ranking following the increasing distance. 

Weight: a link attribute assigned to each link as a numerical value representing the 
number of users that the link serves in total. For example, a link connecting a shop to a 
residential building where ten people reside would have assigned a weight value of 10. A 
link connecting the industrial provider that replenishes the aforementioned shop would 
have a weight equal to the sum of the weights of all the links of which that shop is the 
provider. The weights underwent a log-transformation to overcome the wide range of 
values that this procedure would return. 

Capacity: a node attribute attached only to those vertices providing a service. The 
provider’s capacity is meant as the maximum number of users it can serve in emergency 
conditions (i.e., when the city is hit by a hazardous event) and is estimated as the number 
of users served in ordinary conditions increased by a tolerance. Each provider’s capacity 
is estimated as the sum of the weights of link with rank equal to 1 increased by a certain 
percentage (e.g., 10%) to consider backup capacity. 

2.1.2. Dynamic Response: Defining the Adaptation Rules 
A methodology, summarized in Figure 4, to study the cascading effects of the hazard 

on the network elements that are not directly affected by the hazard was developed to 
reproduce the disruption and the adaptation capacity throughout the network. 

In this work, differently from Arosio et al. [37] who consider a static structure of the 
exposed system, the system structure reacted dynamically to an external perturbation 
thanks to the network redundancy. The ability of nodes to change connections depends 
on the categories of nodes and the duration of the perturbation, short or long term (e.g., 
the road is interrupted for a couple of hours or the reconstruction of a building may re-
quire some years). In the proposed methodology, each node of the graph is connected to 
more than one node that provide the same type of service, and they can cope with a per-
turbation by changing provider: from the one in an ordinary situation to a new one in the 
perturbed situation. 

The several steps depicted to construct the graph led to a topological graph repre-
senting an urban environment through nodes and edges. Graph theory allows us to study 
the property of this mathematical representation (e.g., degree, hub, authority) in the un-
perturbed state and after a hazard that caused a shock to the system. This process facili-
tates monitoring the changes in the graph’s properties ante- and post- catastrophic events, 
making it possible to observe how the system adapts to the shock. 
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Figure 4. High-level description of the propagation process. 

2.2. Case Study: The City of Monza 
The methodology proposed in this paper was applied to the case study of Monza. 

The city and its municipality, hosting more than 120 thousand residents, is situated in 
northern Italy in the Lombardy region, where it ranks third amid the most populated met-
ropolitan areas in the region, behind Milan and Brescia. 

The city is densely populated and is split in half by the Lambro River, which passes 
right through the city’s historical center, touching downstream Milan before flowing into 
the Po River. In recent years, several flooding events occurred, threatening the heteroge-
neous fabric of the city. Moreover, severe rainfall events highlighted the drainage system’s 
incapacity to cope with extreme events, thus provoking urban flooding and providing an 
additional hazard to the city by spatial and temporal resolution [55]. 

The dimension of the city allows us to study the urban system and its interdepend-
encies at high resolution. 

2.2.1. Construction of the Graph 
As part of the NEWFRAME project (www.newframe.it, accessed on 11 September 

2021), the Monza municipality provided us with a catalog of all the city buildings with 
several of their features that are reported and fully described in Appendix A Table A1. 
The characteristics of the buildings could be divided into two categories: (1) properties 
related to geometry (i.e., area and height) and georeferencing (i.e., addresses) of the build-
ing and (2) properties related to the destination of use and function of the edifice. 
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The latter features of the buildings were used to divide the network nodes into the 
categories reported in Table 2, along with their number and the type of nodes they serve. 
Each node is associated with a real physical element (e.g., a building or a major intersec-
tion), although this association is not univocal. A single building could host more than 
one provider or receiver of a service. Likewise, there are shops, offices on the ground floor 
of a building, and residential apartments on the upper floors. 

Regarding the categories, the following assumptions were adopted. We deemed it 
essential to incorporate the transportation system into the graph, with the limitation of 
considering only the city’s major intersections and the bridges that pass over the Lambro 
River, thus slimming down the transportation system to its most relevant elements. The 
recovery nodes represent all those services that provide first aid, such as hospitals, fire-
fighters, and police stations on call 24/7 and grant rescue to all the other categories. Nodes 
identified as industrial provide a service both to residents in the form of job opportunities 
and to the shops as suppliers. Lastly, there are categories of nodes that directly offer var-
ious services to the citizens or a part of them. This group comprises services such as health 
facilities (e.g., pharmacy, private practice), shops, public office (e.g., postal office), and 
leisure (e.g., cinema, arcade), which are intended for the entire population. Senior centers 
are intended for the elderly, the center for disability is aimed at people with some sort of 
handicap, and educational services are provided to the younger portion of the population. 
The residential typology does not provide any service but functions just as a receiver. Each 
building was identified as a residential node as long as at least one person was listed as 
resident at the address of the building. The data regarding the number of people living in 
each edifice were provided by the municipality. A subsequent step regarding the popula-
tion entailed splitting the residents based on their age distribution (split into three groups: 
0–15, 16–64, and 65+), derived from the information obtained from the parent census area 
provided by the National Institute of Statistics (Istat). The municipality also provided data 
on the proportion of the disabled people. The aforementioned population features, 
namely, age distribution and disability, attached to the buildings were used to refine the 
connections between certain categories of nodes. For example, the connection between 
nodes representing the center for disability and nodes representing residential building 
were made only where the presence of a disabled person in the building was ascertained. 

Table 2. List of node types. 

Category of Node Number The Receiver of the Service 

Bridge 10 Crossroad 

Center for Disability 6 Residential 

Crossroad 50 All Typology 

Education 136 Residential 

Health 80 Residential 

Industry 331 Residential, Shops 

Leisure 143 Residential 

Public Office 28 Residential 

Recovery 10 All typology except for Bridge 
and Crossroad 
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Senior Center 6 Residential 

Shops 214 Residential 

Residential 4990 None 

Table 3 reports the list of providers alongside the type of nodes they serve and the 
method used to establish the connections among the three different spatial ranges used 
depending on the node type: 

The entire city—this method was applied only to the recovery nodes. These providers 
are required to offer 24/7 service, and the essential nature of their assistance needs to be 
at the disposal of the entire city; thus, all the nodes in the city are linked to all the recovery 
nodes. 

Parallel Bands—this method was used only for bridges that provide a service only to 
crossroads. The underlying idea was to separate the study area into overlapping parallel 
strips, where each strip is centered around and parallel to a bridge. All the crossroads 
falling inside such strip are linked to the bridge. Overlapping of the bands was imple-
mented to introduce redundancy amid these two categories and simulate the possibility 
of choosing different paths to cross the river when the flood hits. The overlapping distance 
was estimated as half the longitudinal Euclidean distance between consecutive bridges. 
The justification for the proposed approach resides in the north-to-south distribution of 
the bridges that, following the river’s course, separate the city into west and east (i.e., the 
Lambro River flows from north to south). 

Radial Area—this method was implemented for the remaining providers. The main 
idea was to connect all the providers to each receiver, for a given category, within a certain 
distance (i.e., radius). For example, a residential building is linked to all the post offices 
within a radius of 1 km. The distance was set as the 25th quantiles of the distance matrix 
for each provider–receiver couple. 

Table 3. Spatial ranges employed for establishing connections. 

Provider Receiver Spatial Range 

Bridge Crossroad Parallel Bands 

Center for Disability Residential Radial Area 

Crossroad All Typology Radial Area 

Education Residential Radial Area 

Health Residential Radial Area 

Industry Residential, Shops Radial Area 

Leisure Residential Radial Area 

Public Office Residential Radial Area 

Recovery 
All typology except for Bridge 

and Crossroad Entire City 

Senior Center Residential Radial Area 

Shops Residential Radial Area 
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As a result of the above assumptions, we represented Monza as a directed, weighted 
graph with 6007 nodes and almost 1.3 million links that can well represent a system’s 
redundancy like an urban city. 

2.2.2. Impact of Hazard on the Complex System 
In our study case, the system is impacted by pluvial and fluvial floods reported by 

Galuppini et al. [55]. The theoretical procedure presented above was used for both types 
of hazards and entailed evaluating, at different steps, changes in the graph’s topology and 
the effects that these changes caused to its properties. For the sake of clarity and due to 
the limited information, we considered only long-term perturbation. To simplify the com-
putation of the hazard’s impact on the system, only a binary state was considered for each 
node—impacted or not. In particular, the building is impacted whenever the shape of the 
building intersects the extent of the flood map. In the case of the impacted, the node was 
removed from the graph, adopting a binary function of the vulnerability of the second 
order (i.e., directly impacted and therefore unavailable). Let step 0 be the graph in the 
unperturbed state and step 1 the graph where the nodes hit directly by the hazard are 
removed, a new step was computed according to the iterative procedure described in Fig-
ure 4, anytime the number of nodes in the graph decreased. For each node of the graph, it 
is checked whether it has lost a provider. In this case, we checked whether the node had 
another provider that had not yet saturated its capacity. In this case, the provider was 
assigned to the node. Otherwise, the node was removed from the graph. The iterative 
procedure continued until there were no more nodes removed at a new step. 

3. Results 
The above-described procedure was applied to the city of Monza. First we built a 

non-redundant unweighted graph, second a redundant and unweighted graph, and fi-
nally, the more complete redundant and weighted graph. The map in Figure 5 shows the 
nodes and links that form the graph. For better readability, we only report the non-redun-
dant graph, and the resident nodes are not plotted. The color of the links depends on the 
typologies of the connections. The city center has a higher density of nodes and services. 
On the contrary, the suburban areas have more scattered services. 

  

Figure 5. Map of providers (left) and services (right) exchange between themselves (case: no redundancy, the connections 
and providers to residential receivers were removed for readability). 

In the following paragraphs, the topological properties between the three different 
configurations explored on the Monza graph are compared; in particular, the effects of 
considering a weighted graph and the services redundancy are emphasized (Section 3.1). 
After the properties analysis, Section 3.2 presents the resilience estimation after perturba-
tions considering only the weighted graphs: with and without redundancy. 
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3.1. Effect of Redundancy and Weight on Graph Properties 
Figure 6 shows the values of hub and authority in three different graph configura-

tions: (1) unweighted graph without services redundancy (i.e., each node receives service 
from the closest provider); (2) unweighted graph with service redundancy; and (3) 
weighted graph with service redundancy. 

As in the application case of Mexico City [36], these results showed the recovery 
nodes with higher hub values (i.e., value equal to 1) and the lowest values of authority. 
The ranking of elements according to their hub values can be very useful for prioritizing 
intervention actions and maximizing the mitigation effects for the whole network. If an 
external perturbation hits an element with a very high hub value, the cascading effects on 
the network will be more relevant due to its central role in the system. On the other hand, 
a mitigation measure applied to the elements with higher hub values would produce a 
higher benefit in the whole network. The recovery nodes with the highest hub values con-
firm the central role of this particular typology of service during a disastrous event. 

Regarding the analysis from the receivers’ point of view, we explored how the system 
privileges some receivers compared with others according to their connections with the 
providers. In particular, we proposed a comparison between receivers through the au-
thority analysis. In all three configurations, all the residential nodes had hub values equal 
to zero and distributed authority values from 0 to 1. In the baseline scenario of unweighted 
graph [37], all the providers had a very narrow range of authority except for the shops; 
this was due to the structure of the graph; i.e., their authority value was due to their pro-
viders (bridge, crossroad, and recovery) which had a very narrow range of hubs. The 
shops had values that vary according to the hub value of their industrial provider (an 
industry with a higher value of hub “transfers” higher values to the shops that it serves). 
On the other hand, if the services were weighted by their own supply capacity, all the 
services had different authority values. In particular, all providers had higher authority 
values for higher hub values, and the shops had a greater centrality (i.e., highest values of 
authority) in the city system; in fact, they had higher values even with respect to the resi-
dential nodes, and this was due to the population distribution across the graph by the 
weighted links. 

   

(a) (b) (c) 
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Figure 6. Plot authority versus hub for the three different graph configurations: (a) no redundancy; (b) redundancy un-
weighted, and (c) redundancy weighted. 

Figure 7 shows how the authority values change on the territory; we noted that the 
greater values of authority corresponded to the city center, and going towards the periph-
ery, the values decreased progressively. This result showed in a quantitative manner an 
intuitively expected output about how an urban area is grown, where the center is richer 
of services and connections, and vice-versa, in the surrounding areas, they are sparser. To 
this effect, the authority represents well the exposure system, that particularly privileges 
some nodes compare to others. 

 
Figure 7. Map of the authority values. 

3.2. Assessment of the Resilience 
Figure 8 shows the results of the impact of a 100-year return period flood in cases of 

a graph with and without redundancy. On the x-axis is the number of steps necessary to 
propagate the impact through the system by the hazard perturbation as described in Sec-
tion 2.2.2. In fact, step 0 coincides with the system that has not been hit by the hazard, 
hence, the zero nodes lost. Step 1 is identified by the network as being perturbed by the 
hazard, and thus the y-axis reports the directly impacted nodes. The subsequent steps are 
the ones that the system needs to propagate the indirect impact of the flood (i.e., the indi-
rectly hit nodes). It is evident that there is a benefit to redundancy in making the system 
absorbing the impacts, adapting, and continuing to function in a new configuration, in 
other words, the system’s resilience. In particular, it can be seen how the configuration of 
the graph without redundancy (dot-dashed line) let the impact be propagated up to the 
fifth iteration, reaching several indirectly affected nodes more than 95% of the total. In 
contrast, in the configuration with redundancy (continuous lines), the propagation ends 
at the third iteration, indirectly affecting a few units. Every provider’s capacity to absorb 
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new demand and the ability to reallocate service based on the redundancy rules are two 
aspects that make the system more resilient to an external perturbation. 

 
Figure 8. Impact propagations: comparison between a non-redundant and redundant graph (river 
scenario). 

The graph, weighted and constructed considering the redundancy, was perturbed 
with three return periods (T = 10, T = 100, and T = 200 years) for both hazards, and the 
results are reported in Figure 9 in terms of impacted nodes. 

  
(a) (b) 

Figure 9. Impact propagations for different return periods: (a) fluvial scenarios and (b) pluvial scenarios. 

The total number of nodes lost represents only a part of the impact; due to the node 
directly impacted, nodes are not removed from the graph although affected by a pro-
vider’s change (i.e., adapted). Figure 10 shows the number of nodes removed and im-
pacted at each iteration, and Figure 11 shows the same nodes on a map for the river case 
at T = 100 years. 
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(a) (b) (c) 

 

Figure 10. The number of nodes that are impacted at different iterations for river flood: (a) 10 years RP; (b) 100 years RP; 
(c) 200 years RP. 

  
(a) (b) 

Figure 11. Map of buildings impacted in the river scenario at T = 100 years: (a) directly impacted (step 1); (b) indirectly 
impacted (step 2). 

Figure 12 shows the resilience measure represented by the area between the remain-
ing nodes at different return periods in the two propagation scenarios; the first one with-
out considering any capacity to adapt to the perturbation, the second considering the ad-
aptation process reproduced by the services redundancy and the providers’ maximum 
capacity. In Figure 12, we can observe that the adaptation process is very influential for 
the total number of nodes affected for both hazards pluvial and fluvial. According to these 
methods, the resilience was computed as the difference between the annual average loss 
(i.e., the expected loss per year averaged over many years) of the scenario with and with-
out resilience characteristics. Considering the number of nodes impacted as a loss, for 
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river and pluvial floods, we obtained on average 430 and 548 buildings per year, respec-
tively, not impacted thanks to the resilience properties. 

  

(a) (b) 

 

Figure 12. Representation of the resilience as the difference between adaptable and redundant graph respect to the static 
and non-redundant graph: in the case of (a) the river and (b) pluvial scenarios. 

4. Discussion 
The methodology presented in this work, although some implementation hypotheses 

need to be highlighted, showed how to adapt the approach for assessing risk to resilience, 
proposing a graph construction that reflects the UNGA definition’s resilience characteris-
tics. Some future developments are necessary to make this methodology a useful opera-
tive tool for decisionmakers. In particular, the work has introduced significant improve-
ments to the methodology adopted by Arosio et al. (2020) [36,37], both in structural and 
functional terms. 

4.1. Model Assumptions 
Simplifications and approximations have been introduced in the methods deployed 

to connect the nodes. Noticeably, using distance as a criterion, one does not consider the 
willingness and personal preferences that might lead human beings to go far away from 
where they live to purchase some goods or services. Besides, in the proposed method, a 
supplier’s maximum capacity after an event was estimated by adopting a percentage in-
crease in its ordinary capacity. It would be necessary to collect more information on spe-
cific services to determine these values with greater accuracy regarding this aspect (e.g., 
also considering the total quantity of stock). The detailed representation of the categories 
was not coherent, particularly the transport service (i.e., crossroads and bridges), due to 
the way the graph was built and the propagation algorithm adopted, containing a lower 
degree of detail than other services. Finally, in this application, to model the system’s 
adaptive behavior, the author hypothesized that the impacts’ duration was long enough 
to give the possibility to the elements to adapt. That may be true for some hazards (e.g., 
intense earthquakes or particularly destructive floods) and certain services (e.g., educa-
tion and health) while more difficult for other contexts (e.g., moderate flood). 

4.2. Significant Results Achieved 
This work showed how to represent most of the UNGA definition’s resilience char-

acteristics: a system that can adapt to, transform, and recover from a hazardous event. 
Considering these resilience characteristics, a unique quantitative metric for resilience was 
also proposed by comparing the impact at different hazard return periods for different 
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system configurations. The main results obtained in this work with respect to the previous 
similar applications [36,37] are: 
1. Representation improvements of the urban system complexity through a weighted 

and redundant graph; 
2. A more accurate assessment of the central elements of the system thanks to the con-

struction of a weighted graph based on the population distribution; 
3. The construction of a redundant and an adaptable graph that allowed us to repro-

duce most of the UNGA definition’s resilience characteristics; 
4. Demonstration that the methodology can assess the resilience to different hazards. 

The NEWFRAME project, which funded this research, provided the opportunity to 
interact with local authorities through a series of meetings, which granted us access to a 
large amount of information and data that had not been possible in previous applications. 
That allowed us to consider a list of elements and exchange services. Thus, it was possible 
to represent, with relative accuracy, the city’s socio-economic system exposed to the risk 
of flooding. The social characteristics of the population (e.g., age and disability), the dis-
tribution of shops, industries, and entertainment venues, together with all the public of-
fices and emergency centers, have well reproduced the city’s complex interaction. The 
distribution of the people present in various buildings was therefore used to weight the 
graph and thus be able to distribute the request for services between the various types 
and the various nodes. 

The study of the weighted graph properties showed a different centrality value dis-
tribution of the city with respect to the unweighted, highlighting a significantly central 
role of some shops and industries. The introduction of redundancy also made it possible 
to highlight the different distribution of services in the graph, which generated higher 
authority values in the city center, and going towards the periphery, the values decreased 
progressively. 

The adoption of redundant services and the provider capacity made it possible to 
model an adaptable system that responds dynamically to an external perturbation. These 
two improvements in the graph construction allow us to better reproduce the generation 
of indirect impact and, consequently, to assess the total impacts. 

Finally, this application shows that this approach is independent from the hazard’s 
characteristics. Even though the proposed case study considered only two different types 
of floods, the same global methodology can be adopted also to other hazards, changing 
the vulnerability function of the first order accordingly, while the following steps of im-
pact propagation and the resilience estimation would not change. 

4.3. Future Developments 
While application of the methodology to the case study showed that it is possible to 

apply it to different hazards, a more detailed investigation would require integrating the 
study of the indirect impact (i.e., propagation) with the one of the direct impact, as esti-
mated by physical vulnerability curves. Indeed, more elaborated curves should describe 
how the physical damage could trigger the cascade propagation, while, at the moment, 
only binary vulnerability functions have been adopted (elements can be either impacted 
or not). In this regard, as highlighted in Arosio 2020 [37], the introduction of the physical 
vulnerability curves for the nodes directly affected must be accompanied by a second (loss 
of service provided) and a third (indirect impact to the receiver) level of vulnerability 
curves. This indeed represents an area of further investigation that requires a more de-
tailed collection of data to improve the quantification of and adaptation to impacts. 

Alongside the need for a more elaborate classification of the impacts, the proposed 
methodology is now limited to three instances: directly impacted, indirectly impacted, 
and adapted elements. Instead, other quantitative metrics may represent other aspects 
and intensity of the impact or other side effects generated by the hazard or by the system 
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response (e.g., the costs of adapting the various options, such as the increase in the average 
distance between suppliers and receivers, number of services interrupted by type). 

Finally, it should be emphasized that the graph construction required a large amount 
of detailed information that it was possible to collect only thanks to the funded project on 
the city in which the case study was applied. This was undoubtedly an excellent oppor-
tunity to test the model and highlight the need to institutionalize databases that contain 
these particular types of information to expand this type of analysis on larger scales. 
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Appendix A. Characteristics of the City Building 
Table A1 reports the characteristics of each city building as provided by the munici-

pality of Monza. 

Table A1. Description of the features of the exposure dataset of the city of Monza. 

Feature Description 

ID 
A univocal alpha-numeric code that identi-
fies the building 

Height Minimum height above sea level of the 
building [m] 

Max_height Maximum height above sea level of the 
building [m] 

Rel_height 
Relative height of the building obtained as 
Max_height – height [m] 

Area 
Area of the shapefile representing the 
building 

Volume Volume of the building obtained as the 
product between Area and Rel_height 

Address Address at which the building is registered 
in the municipality archive 

Year_of_construction 
The time interval during which the building 
was constructed. 

State_of_conservation 
Indicates the current state of conservation 
of the building. Three categories were 
given: Excellent, Good, Bad. 

Type_building Indicates the type of construction among 
masonry, reinforced concrete, and others. 



Water 2021, 13, 2830 20 of 22 
 

 

The latter comprises wood, steel, and other 
types of construction that are less frequent 
in the historical center of an Italian city 

Destination_use 
Indicates the activity and the destination of 
use of the building. The categories are re-
ported in Table 2. 

Number_families Reports the number of families living in the 
building 

Number_residents 
Reports the number of residents living in 
the building 

Number_disabled Reports the number of disabled people liv-
ing in the building 
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