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Pathogen Contamination Risk

* Floods increase the risk of water NEWS

contamination from sewage overflows, and The risk that 2 massive
decomposing organic matter blackout represents For

* Waterborne pathogens: E. Coli, . .
Campylobacter, Norovirus, enterovirus, etc. water Supply In Spaln
* Health risks: Gastrointestinal & respiratory Although backup systems allow for gaining a few

hours or days of time, their inevitable depletion
leads to the collapse of the entire water cycle.
Capture, purification, distribution, and sanitation
depend deeply on electricity

infections, long-term health effects, death

* Cascading risks due to digital breakdown:
power outage affecting pumping/treatment,
automations not working
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Challenging the status quo

Moving towards

" Typically, each (smart) water, power, |interconnected digital
and transport system is managed twins, implies using
separately by a different agency. digital tools to monitor,

= Each agency follows different simulate and manage
regulations and responsibilities. smart systems in a

= There is limited data sharing between |holistic, distributed way.
systems and agencies.

= Scientific specializations limitedtoa |v  Internet of Things/EO

" subset of these system. v Digital Twins
zg = Boundary conditions for models (and v Dajtg .Spaces.
\: Digital Twins) are assumed “known”. v'_Artificial Intelligence
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What is a Smart Water System?

= |ntegration of smart sensors and smart Forecasting || .\, Digital
. . isk Mgmt. .
actuators into water systems using Models Twins
information technology, communications,
and data spaces. Data Spaces Data Processing
= Tools for short-term and long-term decision-

. L - cati
making, optimization, and control through elecommunications
digital twins and artificial intelligence.

. o . Local Control System
= Enhancement of efficiency and improvement
of the safety, reliability, resilience, quality,
W and robustness of water supply systems. Smart Sensors Smart Actuators
O = Minimization of risks due to uncertainties,
0 . Physical Infrastructure/Natural Bod
% extreme events, and climate change. yoresr SSHHEIEATERET 508y
\V/
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Cyber-Physical-Socio-Environmental System (CPSES)

= Water systems have | sensing |

H Physical Component Cyber Component
multiple y : d F
. . . pipes, tanks, . SCADA, telecommunications,
N te rd e p en d enclies wi t h valves, pumps, [<actuating monitoring and control
. . consumption points, system, alerting system,
Cyb er ’ p hyS ICa l. ’ SOCla l. ) I—’ quality/hydraulic sensors / models, analytics

consumption,

emissions, investment

water losses,
pollution

!

|  Environmental Component ;missions

[ con f
feedback,
investment,

health, policy
economy |

N

Social Component

and environmental
components.

limited resources,
failures,
contamination
information

= Their interdependencies
need to be mapped.

T_ alerting 4|

precipitation, temperature, _s::;‘eT;y’_) consumers, industries,
L . floods, droughts, water ’ organizations, operators,
|
u D Iglta l' TWI ns cou ld quality, water resources, health managers, local authorities,
pollution, ecosystem policymakers
O model some of these. T |
P} — pOIicy:
"‘ regulations

Eliades, D.G., Malialis, K., Vrachimis, S. and Polycarpou, M.M., 2024. Smart Water Networks as Cyber-Physical-Socio-Environmental
Systems. IEEE Transactions on Industrial Cyber-Physical Systems.
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Eliades, D.G., Malialis, K., Vrachimis, S. and Polycarpou, M.M., 2024. Smart Water Networks as Cyber-Physical-Socio-Environmental

Cyber-Physical-Socio-Environmental System (CPSES)
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Under the hood of a Digital Twin

K@10C
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Interconnected Digital Twins

Boundary Digital Twin . Digital Twin -
l°°"d‘“°“s Rivers/Floods Snow/Rain
!
Digital Twin Digital Twin Digita
Reservoirs Urban Water Ocec
) 1‘ Infiltratio
Digital Twin . Digital Twin
Groundwater Weather

Rainfall
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A federated network of data spaces Al Services

= The concept of data
spaces was introduced S
in the European Data Data Space
Strategy to support the
idea of a single market
for data (EU Data Act).

Satellite
= |t goes beyond data Data Space

sharing by introducing
data governance.

= Afederated, secure,

g trustworthy, and

et interoperable network of Digital Twin Digital Twin Digital Twin
) data spaces enables Al Power Mobility Urban Water
A4 services.
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Example: Digital Twin for Urban Water Quality

O RS

PathoINVEST

@® Sampling Locations

Virtual replica of a
drinking water network
State-estimation based
on SCADA/IoT/GIS
Hydraulic and quality
models to simulate
“what-if” scenarios
Decision support tools to
evaluate risk, optimize &
control

Info

SEND report to PathoWARE

Delete Results Cache

Login

@® Contaminant Evolution

Scenario 1 - Contaminant Evolution at 0 hours

al contaminatio 1 v do Ws%&a&
9,008
n662 _ n268 n12 n60’ 8008 ¢
rrrrr
- - - - - o
0 0 0 D 0 500eL
G0e.
0 0 0 0 0 aoe.
= . - = 00e-
1008
(2 sampling Locations
Based on the binary signature proceed to the following |- .
for sampling "n413".
Q .
Scenario(s) Hour 5 Hour 10 Hour 15 Hour 20 j|
Scenario 1 3.82 543 543 543
Scenario 2 242 12.54 17.89 21.88
Scenario 3 2849 38.14 3947 39.86 -
EXCEL oK

Contaminant Evolution | Layers

Source 6

Source 7

Source 8

Source 9

Source 10

Source 11

Source 12

Source 13

Source 14

Source 15

Source 16

Source 17

n495

n307

n304

n494

n497

n736

né4

n739

n738

n725

n130

n758




CYPRUS DIGITAL TWIN (CYDT)

Y
O
Y,

Demetrios ELIADES



CyDT Overview

|
Power Networks

Decision
support
Water and waste-
water networks . .
Cyprus Digital Twin
Impact
assessment
Telecom
Risk
Intelligent _ estimation
Transportation Include simulators for the
W Systems dynamical behavior of each
. R : ‘What-if’
O | individual mfrastr_ucture and ccenarios
z; Emergency simulate the cascading effects of
:’ Response an event in multiple infrastructures
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Web-based HMI - User Dashboard

v M CYDT | Dashboard

< c 25 kiosap3.ucy.ac.cy, g £ Incognito
C ! D I Dashboard
28 Dashboard Welcome

New Scenario

.:'f- Execution Queue: 1 Running, 2 Pending I Platform Manual ‘

+
+ New Tool
&

My Scenarios/Tools . "
Running Scenario: Test_001 View Scenario
Requested On: 10/12/2024 09:00 am Execution Time: 00:02:32 i
il Data

<[> APIs
/ Recent Scenarios Notifications

Name: Test_1 15 Oct
Requested: 14.10.2024 11:45 am

Execution Time: 00:02:32 14:55:12 Scenario Test1 Added *

View Details

14:50:23 The execution of Scenario Test2 finished successfully X
14 Oct
Name: Test_2
Requested: 14.10.2024 11:45 am
Execution Time: 00:02:32 11:32:14 Scenario Test2 is now Running x
View Details 08:59:58 Scenario Test2 has been submitted and is Pending execution x
u Name: Test_3
Requested: 14.10.2024 11:45 am
Execution Time: 00:02:32
Z —t View Details
i ‘ Name Surname
=y Bt LogiOut K@LOC X . & Copyrights © 2024 All Rights Reserved by KIOS Research and Innovation Center of Excellence Privacy policy Terms and Conditions
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Static/Real-time Data - Datasets

~ & CYDT|Datasets

0]

Datasets

== Dashboard 28 datasets found

4 New Scenario
Bus Stops

[H My Scenarios Details of all the bus stops in Cyprus that Public Works Depariment has registered

£ Datasets m

W Data Map
Bus Routes

W Live Buses Details of all the bus routes in Cyprus that Public Works Department has registered

i Graphene Statis ~ m m
<> APIs

Cycleways

Details of all the Cycleways in Cyprus that Public Works Department has registered

Pedestrian Crossings

Details of all the Pedestrian Crossings in Cyprus that Public Works Department has registered

Park and Ride

Details of all the Park and Ride in Cyprus that Public Works Department has registered

Crase ] sov

Traffic Signals

Details of all the Traffic Signals in Cyprus that Public Works Department has registered

Crasc ] son]

Name Surname

Road Network
B Log Out

K@LOC

Details of the Road Network in Cyprus that Public Works Department has registered
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tatic/Real-time Data — Data Layers

& CYDT | Data Map

& Incognito (2)

83 Dashboard +
b
ITS EQUIPMENT N
<+ New Scenario ITS SENSORS
ra PEDESTRIAN CROSSINGS
L] N -
B My Scenarios TRAFFIC ENFORCEMENT CAMERAS
- = TRAFFIC SIGNALS
£ Datasets
TRANSPORT NETWORKS
M Data Map DBUS LANES
BUS ROUTES
¥ Live Buses CcYCLEWAYS
[JROAD NETWORK (PWD)
i Graphene Statis v

K [JTRANSPORT INFRASTRUCTURE
<[> APls kg BICYCLE INFRASTRUCTURE
BICYCLE RACKS
BIKE STATION RENTAL
LJPUBLIC TRANSPORT

Atdxdola

.. BUS STATIONS
Alindguatas
‘N; BUS STOPS
o e aic B PARK AND RIDE
y ROAD INFRASTRUCTURE
S s =N it BRIDGES

ELECTRIC VEHICLE CHARGERS
ENTRANCE POINTS ON LEZS*
e LEZS"
P P B OVERHEAD TRAFFIC SIGNS

PARKING AREAS

2 RN EXITS (PWD)

RN GRADIENTS PER 100M (PWD)

RN INTERVALS PER 1KM (PWD)

RN EMERGENCY OPENINGS (PWD)

SPEED LIMITS

TUNNELS

WEIGHT STATIONS

= Leaflet | © OpenStr

Name Surname

B Log Out K -’.‘loq 5 @b wh Copyrights © 2024 All Rights Reserved by KIOS Research and Innovation Center of Excellence Privacy policy Terms and Conditions
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Cascade failures due to flooding

(AT (T - " (R ()
(T:1hr] (DNs: 0.0 MW [ENs: 0.0 MWh)] AR: 0| [PA: 0]
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® € B UPPIPPLIR & SR el D) ey
Main G |, [ 0s
(o G T o
= v 320 325 335 340 345
Select organization: WL Limassol GET Data Flooded area (red ) TIme o etseves  CSEneroy Not served A Population Affected
e e — T emand Not Serve  Affected Regions ~ Lost Towers
. - h =
Explo(anse: Crshon V] @) F - Germasogeia - sbia manholes [9] )
Create model: v || create » V| F-Germasogeia - wbl_junctions [16] =]
V' 3 F - Germasogeia - wbl_reservoirs [2] =]
= 'V — F - Germasogeia - roadnames [18] =]
| Q Search model name area or sensor name =
Select model: | .\ V-~ F- Germasogeia - high_voltage_network [1] =
Models | Sensors | ] > F-&mw -
. . » W . F-Germ .
Datetime ID Area Name iI ReaI'TIme Serles F - Germaj Wh'Ch Other
; 3 WV [] F- Germa] .
09/05/2024 09:20 75 $<® , v r-cema] iNfrastructures are
02/04/2024 0928 74 - g affected?
» [ sbla i
29/03/2024 1401 73 o - { v vl (1 WBL Limassol
29/03/2024 11:49 72 - i
~| £ Q RN |
- y " Meppacoyeia
Load Model Sim Sync Model Deselect " - 1 &
™ . - N 100
Selected del: | | .!‘,,-%’ ¥ :a"},
* I v - %0
Select app(s): [ Q sez PP l o8 & L}
Project [»} App Name Al - ‘ 0
oceanosDT 1 Flooding o - 60
oceanosDT 2 Skeletonize 0
) L] 40
oceanosDT 3 Quality Sensor Placement
30 ¥
oceanosDT 4 Pressure Sensor Placement = Generate Report ,'_g'; =]
20 e 4
Load app Deselect 2019 2020 2021 2022 2023 2024 E g 4 )
App Name: Flooding Date - %E
Select the area with high flood risk probabity (1 in 20): bl 27
Help - | power_stations
Germasogeia ¥ ﬂ ~ high_vol
Logout == i g

1 Type to locate (Ctri+K)

Run

Report

| e_charging_locations

i B

Coordinate 204387, 343341 | Scale 1:37077

~ | @@ Magnifier|100% |3| Rotation 0.0°

3|V Render % EPSGi6312

x
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Estimate Contamination Risk

Scenario 1 - Contaminant Evolution at 0 hours

A
e ‘_(.é;‘.)h
PP LIS ¥ 1 | 4
Run Scenarios
Main | Settings l Response ]
Ple 5 _ i Concentration - A ([FEEE—— T g |- 8 -
ase select contaminant type:  Cryptosporidium ~ tooa=n i) 1000000 < TOC (mag/L): 140 < | Injection start time: | FEMGEY  + | Duration (hrs): 24,0 $
Please select RESERVOIR to set the TOC and Chlorine: Y15 ~ | TOC (mg/L): 1,00 < Chlorine (mg/L): 0,00 “  Contamination day 1 -
Please select TANK to set the TOC and Chlorine: T_Kefalokremos v | TOC (mg/L): 1,00 < Chlorine (mg/L): 0,80 > SAVE Simulation Time (days) 1 >
Please select a lnk to change status based on the template of control: | LINK linkID status IF NODE nodelD ABOVE-BELOW value -
u [ Select from map l Link(s) Status/Setting IF node Action _ ] __
O i Import select I 1 Y'lS_pump OPEN > T_Kefalokremos BELOW 0 70980 1.4196e+05 . ;_12949*05 2.8281e+05 3.5379e+05
oocysts
| Show on map | 2 ¥15_pum CLOSED ~ |T_Kefalokrem ABOVE i
_pump _Keralokremos Impact assessment, defined as the percentage of affected people in
? —) | Deselect all | the network:
C‘: i Delete | 4| | v Scenario(s) Hour 5 Hour 10 Hour 15 Hour 20

|

www.kios.ucy.ac.cy



Evaluation impact of decision

Scenario 1 - Contaminant Evolution at 0 hours

Take action

Run Scenarios (=1
Main I Settings l Response |
Please select contaminant type:  Cryptosporidium ~ f:;'m ’L) N 1000000 < TOC (mg/L): 140 $ Injection start time: 6:30 .M. |+ Duratiorf [): 24,0 v
Please select RESERVOIR to set the TOC and Chlorine: Y15 ~  TOC (mg/L): 1.00 < | Chlorine (mg/L): 0,00 “  Contamination day 1 = \/
Please select TANK to set the TOC and Chiorine: T_Kefalokremos ~ | TOC (mg/L): 1,00 + Chlorine (mg/L): 0,80 = SAVE Simulation Time (days) 1 -
u Please select a link to change status based on the template of control: | LIVK linkD status AT TIME time -
\ Select from map i Link(s) Status/Setting At time
= [} 71003 1.4201e+05 2.1301e+05 2.829e+05 3.5391e+05
\ Import selected |11237 CLOSED ~ 900 MNM. . oocysts/L
24 CLOSED > | 9:00 NM. mpact assessment, defined as the percentage of affected people in
2 l Shaw on map | A Impact t, defined as th tage of affected people i
Deselect all = the network:
=, l e | 379 CLOSED - | 9:00 M.
\ Delete | Scenario(s) Hour 5 Hour 10 Hour 15 Hour 20
v Caiical == Scenario 1 0 35.87 52.09 52.09
e
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v IR Conclusmns

1. Extreme events propagate
across smart systems.

2. Model interdependencies in
Digital Twins AL
Use Data Spaces to facilitate | £%
data exchange between

organizations.

Risk maps and “what-if”
scenarios are important for
data- drlven deC|S|on maklng




Physical Component

Cyber Component

¢ controls

valves — —> Sensors —;

> water supply

sewage pipe
A
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contaminates

restore
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health
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disrupts
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Apollo 13: “Houston, we’ve had a problem”
April 13, 1970

= An explosion changed the
physical dynamics of Apollo
13. Trajectory changed;
astronauts' lives were at risk.

= NASA created a “living
model”. Data from telemetry
were continuously ingested in
models to analyze situation.

= Multiple simulators were
reprogrammed with new

models to find the best way to 02 07 55 20 CDR I believe ve've had & problem here.
u reSOlve the S|tuat|0n. 02 07 55 28 cc This is Houston. Say again, please.
29 n Apollo 13 Safely retu rned to 02 07 55 35 CDR g:;;tgnﬁuge&;;EgtgL;.problem. We've had a
< earth a few days later. 02 07 55 k2 ce Roger. MAIN B UNDERVOLT.
\—/ 02 07 55 58 cc Okay, stand by, 13. We're locking at it.
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What is a Digital Twin?

= Computational “living” model of a real system

= |ntegrates physical, mathematical or machine
learning models

= Integrates operational data (sensors,
actuators), and historical data

= Updates dynamically, considers changes
= Evaluate “what-if”’ scenarios
= (QOperates onvarious time scales

= Enables analytics, optimization, risk
management and control

Used as a virtual certification/validation
(testing before applying a new system)

<@10C

“The digital twin concept...
enable[s] a suite of
comprehensive multidisciplinary
physics-based models...
incorporating these capabilities
in the production and operation
of spacecraft.”

Glaessgen, E., & Stargel, D. (2012, April). The digital twin paradigm for future NASA and US Air Force vehicles. In 53rd AIAA/ASME/ASCE/AHS/ASC
structures, structural dynamics and materials conference 20th AIAA/ASME/AHS adaptive structures conference 14th AIAA (p. 1818).




Destination Earth (DestinE)
MTG-I1 FCI ECMWF IFS 2.8-km forecast

High fidelity digital
atmospheric model of
the earth
Extreme-scale data
analytics using models,
real-time sensor data
High-Performance
Computing

Links with other Digital
Twins




Digital Twin Oceans (DTO)

] “ EDITO’ s+~

Devermber 152 2008 - Jorury 122 2009

ew 1
Seei o MO = 2
. o . - " : Lo
Virtual replica of the world’s e, Joasmend s g
oceans ~ =
O Fed by thousands of sensors '
& satellite data
2 Integrated models ° : e
(hydrological, quality, ’ Rodktion BEavario
ecological) : ' T v
Simulate “what-if” scenarios . Mo g
S Links with Destination Earth p
@ Plastic density map :

—— E—

Q Largest emissions

Simulation of microplastic spread




Digital Twin for Contaminations

PatholNVEST @® Sampling Locations

Main PathoSENSE

Find source based on manual sampling: SlmUIat|On Of
Show on map Deselect Delete Reset table CO nta m i n atio n

Please specify the duration (hours) since the initial contamination: Update table based on the new duration g
ey (ous) propagation

Datetime Mission Title
23/03/2023 07:40:30  Earthauake of 63
magnitude
Water pollution at
Germasogeia

Contaminant Evolution at 0 hours

23/03/2023 10:40:30

Solve Contam i nation a GIF with coloring shapes bas

the contaminant evolution thra
time. It also adds the results it

Source Isolation Lok Faokt

oroblem p—
Applications
Run Scenarios

Contaminant Evolution § Sensor Placement

Impact Assesment Sampling Locations

Network-based visualization ¢t
MP4 highlighting nodes based
contaminant evolution through

Based on the binary signature proceed to the following node
for sampling “n413".

=1 z
oacystsil.

Source 9 n494

Source 10 n497

Source 1
P e B ) q. ; R Source 1
""" A0S £X Y i Impact assessment, defined as the percentage of affected people in
wobL ok 1= B e S 90 ol the network:

Hour 5
382

Scenario 2 242 1 Run mu|t|p|e
Scenario 3 2849 E Scenarlos and
EXCeL estimate impact risk

Scenario(s) Hour 10 Hour 15 Hour 20

Scenario 1

. -
WE
Digital Water
Award
WINNER

Estimate
contaminated
area and risk

9 Info

SEND report to PathoWARE

Delete Results Cache

Login
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